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INSTRUCTIONS TO CANDIDATES: There are FIVE questions.  
 
      Answer any FOUR questions. 
 
      All questions carry equal marks. 
 
      Marks for parts of questions are shown 

in brackets. 
 
      This examination paper carries a total of 

100 marks. 
 
      Formulae sheet is attached at the end of 

the paper. 
 
      All working must be shown.  A 

numerical solution to a question 
obtained by programming an electronic 
calculator will not be accepted. 
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Question 1 
 
a) Explain how the role of wireless communications affect the development of IoT.

            [5 marks] 
 

b) How would the assignment of internet addresses impact on the expansion of IoT 
devices?          [8 marks] 

 
c) Compare with the aid of a table, the difference between CoAP and HTTP protocol.

           [5 marks] 
 

d) What are the key privacy issues related to IoT?    [7 marks] 

 

                                                                                                            Total 25 marks 

Question 2: 
 
a) What is big stream and how does it differ from big data?  [6 marks] 
 
b) What are the advantages of providing IoT security at the IP layer? [4 marks] 
 
c) Compare the key differences between Symmetric‐Key LWC Algorithms and Tiny 
Encryption Algorithm.                 [10 marks] 
 
d) Describe the timings process of a listener-based cloud architecture. [5 marks] 
 

                                                                                                            Total 25 marks 
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Question 3 
 
(a) What does a generic UML use case diagram show? 
       [3 Marks] 
 
(b) Considering the six general principles of Design for Reliability: Element/component 
selection, De-Rating, Environment, Minimum complexity, Redundancy and Diversity. 
Give an example of a system which should be designed using Redundancy, and 
explain how Redundancy could be designed into this system.  [6 Marks] 

 
(c) The BS ISO-IEC-IEEE 15288 standard for “Systems and Software engineering – 
System life cycle processes” includes consideration of enabling systems. Give two 
examples of enabling systems, and for each explain briefly why it is an enabling 
system.                          [8 Marks]  
 
(d) For the purposes of the SPE+ framework, a system can be either an S-System, a 
P-System, or an E-System. Please provide two instances of E-Systems and a brief 
description of what makes each one an E-System.    [8 Marks] 

 
        Total 25 marks 
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Question 4 
 

(a) Draw a UML Use Case Diagram for the Car Park Access Control Software 
System described in Figure Q4.               [12 marks] 
 

(b) Draw a UML Class Diagram for the Car Park Access Control Software System 
described in Figure Q4. Show classes, and relationships between classes on 
your diagram. Show attributes and methods in the classes. Show multiplicity if 
you feel it is appropriate.       [13 marks] 

 
Figure Q4 

      Total 25 marks 
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Question 5 
 
A step-index fibre with a normalized frequency of 70 and a numerical aperture of 0.2.  
The optical fibre cable is to be used at an optimum wavelength of 820 nm.  If it has 
been decided that the core refractive index will be 1.458, determine: 

(a)  (i) The required core radius;   
(ii) The cladding Refractive Index.              [10 marks] 

           
(b) The mean optical power launched into an optical fibre link is 1.5mW and the fibre 

has an attenuation of 0.5 /dB km . Determine the maximum possible link length 
without repeaters (assuming lossless communication) when the minimum 
mean optical power level required at the detector is 2 .Wµ  

        [10 marks] 
 

(c) A fibre has a coupled power –8dBm and attenuation of 6dBm/km, and a length 
2km.  Calculate the output power.      [5 marks] 

 
 

 
Total 25 marks 
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Formulae List  
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