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Question 1 
 
a) What is the difference between Smart devices and WSNs   (7 marks) 

 
b) Explain how the Network Layer can influence the development of IoT  (8 marks) 

 
c) What are the key problems with app based IoT smart objects  (5 marks) 

 
d) With the use of an example, briefly explain what the Physical Layer is.   (5 marks) 

 

                 Total (25 marks) 

Question 2: 
 
a) What are the key security challenges associated with Smart Systems  (5 marks) 
 
b) What is Big Stream and how does it differ from big data  (6 marks) 
 
c) Compare the key differences between Symmetric‐key LWC Algorithms and Tiny 
Encryption Algorithm                    (8 marks) 
 
d) With the use of a diagram, explain the Fog Computing paradigm (6 marks) 
 

                 Total (25 marks) 

 
 
 
 
 

PLEASE TURN THE PAGE….  



 
Question 3: 
 

(a) Using simple ray theory, describe the mechanism for the transmission of light 
within an optical fiber. Briefly discuss with the aid of a suitable diagram what is 
meant by the acceptance angle for an optical fiber. Show how this is related to 
the fiber numerical aperture and the refractive indices for the fiber core and 
cladding.                       (7 marks) 

 
(b) An optical fiber has a numerical aperture of 0.20 and a cladding refractive 

index of 1.59. Determine: 
(i) the acceptance angle for the fiber in water which has a refractive index of 

1.33; 
         (3 marks) 

(ii) the critical angle at the core–cladding interface. 
         (3 marks) 

 
(c) Briefly indicate with the aid of suitable diagrams the difference between 

meridional and skew ray paths in step index fibers.   (6 marks) 
 

(d)A step index fiber with a suitably large core diameter for ray theory considerations 
has core and cladding refractive indices of 1.44 and 1.42 respectively. 

Calculate the acceptance angle in air for skew rays which change direction by 
150°at each reflection. 

(6 marks) 
 

Total (25 marks) 
 
 
 
 
 
 
 

PLEASE TURN THE PAGE….  



 
Question 4: 
 
(a) Describe the different properties of Tchebycheff, Butterworth and Bessel filters.
                  (10 Marks) 
(b) Refer to table one, calculate the component values for a low pass filter of order 
five used in a smart transducer interface. The Butterworth filter should have 3dB 
frequency of 500MHz and will be used in a 50Ω  circuit sketch the design.  
         (7 Marks) 

k  n 
 

2 3 4 5 6 

1 1.4142 1.0000 0.7654 0.6180 0.5176 
2 1.4142 2.0000 1.8478 1.6810 1.4142 
3  1.0000 1.8478 2.0000 1.9319 
4   0.7654 1.6810 1.9319 
5    0.6810 1.4142 
6     0.5176 

 
Table One 

(c) Refer to table one, design a high pass filter with corner frequency 500MHz and to 
be used in 50Ω  circuit, sketch the design.                (8 Marks)   

 
                 Total (25 marks) 

 
 
 
 
 
 

PLEASE TURN THE PAGE….  



 
Question 5: 
 
(a) A smart signal conditioning circuit is shown in Figure 6, derive the transfer function 
for Vo/Vs in the Laplace domain.                               (10 marks)
    
(b) For the transfer function derived in part(a) sketch the frequency plots, magnitude, 
and phase labelling all axis and corner frequencies.            (8 marks) 
(c) If the signal conditioning circuit shown in Figure 6 has poles and zeros, sketch the 
pole-zero diagram and comment on stability.             (5 marks) 
(d) State an application for the circuit shown Figure 6.                                 (2 marks) 
Components; R1=R2=R3= 100kΩ and C1 =10nF 

 
  Figure 6      
 

Total (25 marks) 
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